Maintenance and Security Update Procedure

Check Anti-Virus Status

OK! Degunk Computer

Install and Run CCleaner

Run Chkdsk ( with /F option) (Command
line option eg. “chkdsk c: /f’) — this will
require a reboot to run

Defrag (using built-in or other)

Update to current AV levels if
necessary applying any needed patches

Update any computer specific bios and
device drivers

Update OS as appropriate
Install and Run MalwareBytes
Install and Run Spybot

Update or upgrade remaining software
(use checklist and Secunia PSI)

Hosed! Infected?

Get bootable Anti-Virus CD, boot
computer from it and run AV software.
Hope it cleans up any issues

Boot to safe mode and run MSConfig
and turn off all startup items (MSconfig
is a command line utility that lets you
control startup)

Restart computer and install/run
CCleaner and defragmentation
procedure

Run MSConfig again and activate all
appropriate startup software; reboot

Install latest AV software with patches
and updates; run complete scan

Perform remaining standard update
steps (Column 1)
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0 Manufacturer and Hardware Updates
0 Automated manufacturer updates such as IBM/Lenovo Notebook patches (System Update 3)
O BIOS (current: / latest: ) o Check System clock and date
0 Device drivers, if necessary (printers, scanners):

0 Critical Security Software Updates

0 VirusScan 8.5 with Spyware Module, Engine 5300, and Patch 6.1, ([0 run update] BEFORE Patch)
Microsoft Windows Defender (anti-spyware module), [0 update definitions]
SpyBot S&D 1.6.0; install without Registry (TeaTimer) protection; [0 update & O immunize]
Remove Ad-Aware (no longer supported on campus)
Install MalwareBytes
Disable Autorun (use DisableAutorun2.reg)

O O0O0O0O0

0 Operating System Updates
0 Check that Windows Update is now Microsoft Update
0 Check to see if Windows XP SP3 or Vista SP1 installed

0 Standard Software and Updates
0 Install CCleaner; check registry [0 set TEMP environment variables for multiuse machine]
Adobe Flash Player 9.0.124.0 for IE (uncheck any offers)
Adobe Flash Player 9.0.124.0 for Firefox and others
Adobe Reader 9.0
Compatibility Pack for Microsoft Office 2007 SP1 if using earlier MS Office
Firefox 3.0.1
Java Runtime Environment (JRE) SE 6 update 7 (uncheck the Yahoo Toolbar or any other offer)
Remove old versions of JRE
Quicktime 7.5.x (setup Apple Software Update o0 — decline any unneeded software)
Shockwave 11.0

O O0OO0OO0OO0OO0O0OO0Oo

0 Common Optional Software and Updates

Adobe Acrobat 9.0

Eudorao 7.1.0.9 or 0 6.2.5.6 for PC or Eudora 0 6.2.3 for Mac

Maybe Googletoolbar for IE and/or Firefox (not the other pieces — avoid Google Desktop!)
Putty (replacement for SSH Telnet) 0.60

O Retrospect 7.5.116 or 0 Retrospect Express 1.1 or 2.0

Realplayer 11 (and check updates for security patches)

©OO0OO0O0O0O0

0 Special Software and Updates

Dreamweaver 8.02 or Dreamweaver CS3 (with patches)
FoxitReader 2.3

Irfanview 4.2 and Plugins

iTunes 8.x

Skype 3.8 — with registry fix — check for security patches
Secunia PSI RC3 (software version checking)
Thunderbird 2.0.0.16

Winamp 5.5

WordPerfect 12/13 service packs

WeatherWatcher 5.6.34

Yahoo Widgets 4.5

o

O O0OO0OO0OO0OO0OO0OO0OO0OO

Wireless/Laptop Specific

0 Cisco VPN 5.0.3x client
0 CITES VPN setup (recommended for Vista)
0 New CITES secure Wireless setup
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